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Disclaimer

“The views and opinions expressed as a part of
this presentation are those of the author and, in
no way represent any view, opinion, or position of
the Air Force Drug Testing Laboratory,
Department of the Air Force, Department of
Defense, or United States Government.”



Why An Electronic CCF (eCCF)?

* Federal Drug Testing Program has successfully been
operating for more than 22 years

* Began with a 7 part CCF (carbonless)

* Current form is now a 5 part CCF (carbonless)
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Why An eCCF?

* In 2009 Department of Transportation conducted
5,163,165 drug tests

* Copy 1 Testing Facility

* Copy 2 MRO Copy

* Copy 3 Collection Site Copy
* Copy 4 Employer Copy

* Copy 5 Donor Copy
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Why An eCCF?

* 5,163,165 drug tests
* Five part carbonless CCF

* Handling 25,815,825 individual pieces of paper
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Current CCF Issues

—

* The current CCF requires higher quality impact printers
to print legible copies

* Most common method of transmitting CCF copies are via
fax

* Some faxes are better quality than others

e Some collection sites do not have fax machines
* Mail copies of the CCF
* Impacts TAT for the MRO review process
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Current CCF Issues

—

* MROs are constantly contacting collection sites to:
* Request copies of CCFs that they never received

* Asking for “enhanced” copies of the CCF

* Collection site either makes a darker copy and re-faxes or
traces over the information on the CCF to make it darker and
then re-faxes the CCF
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Current CCF Issues

—

* Statistics from one large MRO organization
* |n one 7 day period

* Received 5842 DOT results

* 411 donor signature issues
* lllegible signatures or missing donor signature

* 1283 CCFs unable to process

* Missing the CCF or needed clarification

* 29% of DOT results delayed due to CCF issues



" Current CCF Issues

* Incomplete information on CCF

* Temperature box not checked

* Lab must attempt to obtain a certificate of correction from the
collection site

* |f certificate of correction not received after 5 days, lab may
report the result to the MRO

* Delays results reporting to the MRO
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Current CCF Issues

—

* lllegible information on CCF

* Can'’t read collectors name (lab uses best guess
technique)

* Donor id (SSN or other identifier) illegible or incorrect
* Lab uses best guess technique
* Can result in the incorrect reporting of a result

* Often results in collection site sending a memorandum of
correction to correct the SSN

* Problematic on a non-negative result
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Current CCF Issues

—

e Additional MRO statistics
e 9738 reviewed DOT tests

* 5.1% had collector errors
* Temperature box not checked
* No collector signature
* Incorrect dates
* Missing donor signature
* Incorrect employer information
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Current CCF Issues

—

* This missing or incorrect information adds anywhere to 1-
6 additional days to the MRO process

* Hidden costs

* One large MRO group determined that “chasing” CCF
copies and getting certificates of correction added and
additional $4.00 per sample to their costs.
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Current CCF Issues

* Immense inventory of CCFs in the field

* Labs incur higher direct costs to maintain field
iInventory

* Laboratories send out on average 1.8 chain of custodies for
every one that they get back

* Not unusual to see versions of CCFs submitted to the
laboratory that are several years old
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Current CCF Issues

—

* Information on the CCFs are not always current
* MRO changes

* Collection sites have to deal with maintaining inventory of
CCFs for each lab

* Collection site may also have to deal with
maintaining inventory for multiple clients for the
same laboratory
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Industry Moves Forward with eCCF
* The drug testing industry has moved forward with
electronic CCFs (eCCFs) for non-regulated collections

and testing. Organizations with eCCFs include but are
not limited to:

* MedTox eChain

* eScreen

* FormFox — eCCF provider for Quest and several other
laboratories

* Quest

* LabCorp
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Industry Moves Forward with eCCF
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Industry Moves Forward with eCCF
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Industry Moves Forward with eCCF

* Industry currently comprised of :

* Print On Demand
* Follows established collection protocols

* Instead of stocking CCFs, collection site can
download or enter donor, customer, lab, MRO data
and print the CCF-hence the term Print On Demand

* May use wet or digitized signature for donor and
collector
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Industry Moves Forward with eCCF

* Industry currently comprised of :

* Variations of print on demand
* Collection site may only print copy for donor and lab
copy to send with sample
* Other forms sent electronically to customer and
MRO
* May use wet or digitized signature

* Systems have flexibility to do combinations of print
on demand or full electronic CCFs
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reCCF Features And Advantages

1. Lab copy accompanies
sample to lab (optional)

2. Collector has option to email, auto fax, or Lab
provide download link to employer, MRO, and
donor for respective copies ) g
4 )
MRO
Collector| mm——— | )
L ) \ | |
3. Collector’s copy is Employer

saved electronically \ )
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eCCF Features And Advantages

* One Category 5 SAMHSA Certified Laboratory

* Processing over 12,000 specimens a day
* 600-1000 per day using their eCCF

* This lab’s eCCF process is completely paperless
* Collection site performs collection using eCCF
* Bottle scanned at laboratory pulls up completed eCCF
* MRO copy sent electronically
* Employer copy sent electronically
* Collection site copy maintained electronically
* Can print donor copy if requested
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eCCF Features And Advantages

* Increased accuracy and legibility of the information

* Systems are web based

* Collection site can enter donor and customer
demographics base on information provided by
the employer

* “Passport”

* Other authorizations such as Applicant Tracking
Systems

A



—

eCCF Features And Advantages

* Employer can pre-populate authorization which is then
downloaded to the collection site

e Donor arrives at collection site
* Presents identification and authorization
e Can use other authorization such as bar-coded

authorization sent to iIPhone

* Collection site scans bar-code or enters authorization,
donor, employer, lab, MRO information loaded



= -
eCCF Features And Advantages

* Ability to make data fields “mandatory”

* Eliminates missing data such as checking the
temperature box

* Eliminates delays in reporting by the laboratory and
subsequent delays in the MRO review process

* Significant improvement in the accuracy and legibility of
information
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~ eCCF Features And Advantages

* One organization has been using their eCCF for over 10
years

* Processed over 15,000,000 eCCFs

* No affidavits
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eCCF Features And Advantages

* Eliminates the need to fax copies

* Copy 2 is sent electronically to the MRO
* Improved accuracy and legibility = better TAT

* Copy 4 can be sent electronically to the employer
* Significantly reduces inventory of CCFs by lab and

storage of multiple CCFs at the collection sites = cost
savings



eCCF Features And Advantages

* Web based systems are easier to administer and

update, keep secure and maintain real time
synchronization

* Most collection sites have computers with internet access
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eCCF Features And Advantages

* Existing eCCF processes:

* Are web based systems
* Combination of eCCF and print on demand features
e Utilize encrypted transmissions

* Have flexible input mechanisms for donor, customer
and laboratory information

e Utilize unique specimen numbers assigned by the lab
e Utilize digitized signatures
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eCCF Issues To Address

* Instructions for completing the Federal CCF
Public Burden Statement
* Privacy Act Statement

* Proposed Resolution
* These documents can be presented electronically to the donor

* Donor reads and acknowledges these statements through the use
of a digitized signature, which is captured and stored
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eCCF Issues To Address

* Security and integrity of the eCCF

* How is the eCCF information structured and protected
from change once the document is created
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eCCF Issues To Address

* Use of Electronic Signatures

* Specifically electronic/digital vs. digitized signatures
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eCCF Issues To Address

* Electronic/digital signatures are cryptographic
mechanisms

* Signed using a digital certificate often tied to biometric
credentials

* Digitized signatures are a facsimile of a wet-signature

* Pen-like device in conjunction with a sensitized surface
translates the movement of the pen into electronic data
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eCCF Issues To Address

* Federal Motor Carrier Safety Administration (FMCSA)

* Federal Register: January 4, 2011
* Volume 76, Number 2

* FMCSA issues regulatory guidance concerning the use of
electronic signatures and documents to comply with
FMCSA regulations.
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Electronic Signatures

* References the Government Paperwork Elimination Act,
October 1998 (GPEA)

* The Electronic Signatures in Global and National
Commerce Act, June 2000.
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Electronic Signatures

* GPEA defines an electronic signature....

* |dentifies and authenticates a particular person as the source of
the electronic communication

* Indicates such person’s approval of the information contained in
the electronic communication

* GPEA states that electronic records and their related
electronic signatures shall not be denied legal effect,
validity or enforceability merely because they are in
electronic form
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Electronic Signatures

* FMCSA

* “Any electronic document or signature is considered
the legal equivalent of a paper document or signature
if it is the functional equivalent with respect to integrity,
accuracy and accessibility. The substance of the
document must otherwise comply with applicable
Federal laws and Agency rules.”

* Must be able to store and retrieve the electronic data
In accordance with Agency requirements.
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* Electronic Signatures

* Currently a variety of software programs available for the
use of digitized signatures extensively used in:

* Retall
* Health Care
* Banking

* Third party vendors
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Electronic Signatures

* Laboratories and service providers that are currently
using digitized signatures

* Have processed over 16,000,000 eCCFs using digitized
signatures without incident

* Critical component is the ability of the application to
maintain integrity of these digitized signatures and the
electronic document
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’eCCF Summary

—

* Existing eCCF processes:

* Are web based systems
* Combination of eCCF and print on demand features
e Utilize encrypted transmissions

* Have flexible input mechanisms for donor, customer
and laboratory information

e Utilize unique specimen numbers assigned by the lab
e Utilize digitized signatures
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QUESTIONS?
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